It's impartant to note that new challenges are arising on the internet all the time. We have created to this guide 1o ralse awareness of the issue and offer
wdvice on helping parents to talk to thesr children about making safer decisions online. See also our 7 conversation starters’ gusde for more tips on bette

Momao is a sinister ‘challenge’ that has been around for some time. It has
once again has come to
‘suicide killer game; Momo has been heavily linked with
YouTube, and mostrec

reportedly sends
waking up atran

phicvi

communication with your child.

"

resurfaced and

attention of schools and children across the try. Dubbed the

a&rggwd\ as Facebook, WhatsApp,
mﬂL(und most worryingly)... YouTube Kids. The scary doll-like figure

olentimages, and asks users to partake in dangerous challenges like
hours and has even been associated with self-harm. It has been reported

thatthe’Momo' figure was originally created as a sculpture and featured in an art gallery In

Tokyo and unrelated to

CHILDREN'S VIDEOS
BEING 'HIJACKED’

There have been recent reports that some
numlnflunnmm videos on YouTube and
YouTube Kids (such as 'smﬂme 0gqs,
unboxing videos and Minecraft videos) have
bean edited by unknown sources to include
violence provoking and/or other
inappropriate content. Even though
YouTube meniter and remove videos that
include inappropriate content, clips can be
uploaded and viewed thousands of times

ore they get reported and removed. As a
parant, it's difficult to spot these videos as
the harmiul content doesn't appear until
partway through the video.

~ Safety
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DISTRESSING FO
CHILDREN

Popular YouTubers and other accounts have
been uploading reaction videos, showing
their exparience of the MOMO challenge,

Some of the videos include a disclosure
message warning that the content may be
“inappropriate or offensive te some
audiences” and that “viewer discretion it

advised” but thess videos are still easi
accessed by clicking 'l understand and wish
to proceed: The image of the ‘Momo'
character can be desply distressing to
children and young people and its
important to note that it may slip through
parental settings and filters.
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e'Momo’ challenge we are hearing about in the media,
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SUGGESTED VIDEOS *®
ON YOUTUBE

Video apps such as YouTube include an ‘up
next’ leature which automatically starts
playing another video based on the video
just watched, Due to YouTube's algarithm,
users are thown suggested videos' that thoy
may be interested in, The thumbnalls used
on suggested videos are purposefully
creat: n & way (o encourage viewesis (o
click them, During our research, we found
that when watching ons Momo ralated
video, we were thown eountiess othes

Momo themed videos and other scar
content which would be |3:{-innppro=m te
for children under 18,
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TELLTHEMIT'S NOT REAL
Just like any uiban legend of harrer story, the concept

can ba qiate rightening sad distresilng for young
people. Whilii this may seem obvious, it's (mporiant
fot yau (6 relterats to your child that Mams |3 nat &
sl perion and cannat direcily harm them! Alue, tall
your thild to net go openly searching for this content
online 51 il may only caase more distresn

BE PRESENT

{t's Imporiant for you, as & parent of cares. to be
pretant while your ehildren are oaline. Tiis will glve
you a grealer underitandlng of what thay sre doing

on thelr devices, & well a3 providing you with the
apportunify (o discuss, support and stop certain
activities that your child may be involved in, X3 the
nature of each ts1k botome progresvively worss it's
alio important (o recogniie sny changes in your
childs behaviour.

TALK REGULARLY WITH
YOURCHILD

Ay wall ay manitarinag your child’s acthvity, its
Impurtant for you discuss it with them too. Nol only
will this give you an understanding of their ondins
artians, hut thots honest and lrequent conversstions
will encourage your child to feel confident to discuss
issues and concemi they may have related to the
onlie warkd.

>
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DEVICESETTINGS &
PARENTAL CONTROLS

Ensure thal you set up parentsl controls for your
devices at home. This will help to restrict the typss of
contant that your child can wiew, as well as help you ts
monitor thelr activity. In addition to this its vital that
you are aware of your device and account settingi to
angure your childs uimost 1afety. For example, an
YouTulse you £af turn off ‘suggested avto-play on
vidoos to stog yous child from viewng content that
thoy have not directly selected.

PEER PRESSURE

Trends and wiral challangss can bs tempting for
children to take part in; no matter how dangerous or
srary they sezem. Make wure you 1alk to your child
abaut how they thauldn't sutcomb (o peor predsure
anid do snything they are not comfortable with, enline
of offline. If they are unisure, encourage them (o talk to
you or anather trusted adult

REAL OR HOAX?

As & pacent i 1 natural 1o feel worrked abisut cartain
things you 1es online that may be harmful (o your
child. However, not everthing you see online Is true.
Chieck the validity of the saurce and be mindfed of
what you thare a3 it may only cauie more worry.

N cad?

REPORT &BLOCK

You can't always rely on parentsl controls te block
diztrassing or harmiul matsrial Pesple find way
around a platform’s algorithm In order to share
and promaie this type of matadal, Due 1o thiy, we
advise that you flag and report any meatedlal you
deem ta be Inappropeiate or harmful 85 1oon &
you come acrass it You thould akio blogk the
accaunt/contant 1o prveent yous child fram
viowing It Also sncaurage your child (o
recordigzreanshot any content thay foel could be
malicious to provida evidence in order (o ascalate
the issus to the approprists channels

FURTHER SUPPORT

Speak to the safequarding laad within your child's
schaol should you have any concemny regarding
your child's online activity or malicious content

that could affect tham.

If your child soes soemelhing distroixing, it |1
Imsgeortant that thay know whare to go ta week help
and who thelr trusiod adubts are, They could alvo
contact Childiine where a trained counsaollor will
listen to anything that's war ying them.,

The Childiine phone number is
QRO 137Y.




